Advances in network communications have necessitated secure local-storage and transmission of multimedia content. In particular, military networks need to securely store sensitive imagery which at a later stage may be transmitted over bandwidth-constrained wireless networks. This work investigates compression efficiency of JPEG and JPEG 2000 standards for encrypted images. An encryption technique proposed by Kuo et al. in [4] is employed. The technique scrambles the phase spectrum of an image by addition of the phase of an all-pass pre-filter. The post-filter inverts the encryption process, provided the correct pseudo-random filter coefficients are available at the receiver. Additional benefits of pre/post-filter encryption include the prevention of blocking effects and better robustness to channel noise [4] . Since both JPEG and JPEG 2000 exploit spatial and perceptual redundancies for compression, pre/post-filtered (encrypted) images are susceptible to compression inefficiencies. The PSNR difference between the unencrypted and pre/post-filtered images after decompression is determined for various compression rates. Compression efficiency decreases with an increase in compression rate. For JPEG and JPEG 2000 compression rates between 0.5 to 2.5 bpp, the difference in PSNR is negligible. Partial encryption is proposed wherein a subset of image phase coefficients are scrambled. Due to the phase sensitivity of images, even partial scrambling of the phase information results in unintelligible data. The effect of compression on partially encrypted images is observed for various bit-rates. When 25% of image phase coefficients are scrambled, the JPEG and JPEG 2000 compression performance of encrypted images is almost similar to that of unencrypted images for compression rates in the 0.5 to 3.5 bpp range.
Introduction
The global information sharing offered by omnipresent computer networks has caused a multitude of security threats. In particular, secure local-storage and network-transmission of images have emerged as focal research areas. A variety of encryption algorithms can be employed to remove intelligibility from an uncompressed archived image. This "local" encryption is generally performed to preserve data security without any presumption about compression at a later time. However, post-encryption transmission of such locally-stored images stipulates compression in order to improve bandwidth utilization. This paper is concerned with the tradeoff between image compression and security with JPEG [1] and JPEG 2000 [2] as example compression strategies.
Contemporary image coding schemes provide image compression by exploiting the spatial and psycho-visual redundancies. Encryption of an uncompressed image removes intelligibility from the original image thereby incurring compression penalties. This results in a tradeoff between the competing requirements of encryption and compression. The performance of image compression standards for encrypted images is largely unexplored, except for the work by Johnson and others in [3] . In [3] it is shown theoretically that through the use of coding with side information principles, the compression of encrypted data can be accomplished without loss of coding efficiency or perfect secrecy in certain scenarios. For example, it is shown that if the original source is Gaussian, the same efficiency can be achieved for lossy compression of an encrypted source, as when encryption is effected after compression. At the receiver, the decompression and decryption operations are performed jointly.
An effective technique for encrypting archived data is the pre/post-filter technique described in [4] , in which phase spectrum of an image is scrambled to effect encryption. 1 Pre/post-filtering encryption is deployed in this work for the following reasons: (a) simplicity -the technique is easily integrated before the compression block (pre-filter) and after the decompression block (post-filter) without modifications to the compression scheme; (b) efficacy -the technique provides robust encryption for a variety of images; (c) noise-resilience -pre/post filtering increases the robustness of the encrypted image to channel/quantization noise, bit-allocation errors and imprecise distribution estimates. Although [4] shows the effectiveness of the pre/post-filter encryption for different images, the performance of this technique in conjunction with commercial image compression standards has not been explored.
The pre-filtering process removes perceptual details from an image. Most image compression encoders rely on the perceptual details for compression, e.g., frequency weighting, color weighting, visual progressive weighting etc. [7] . Thus the encrypted images yield compression inefficiencies for both JPEG and JPEG 2000. Hence, we propose selective phase encryption to improve compression efficiency. In selective phase encryption, only a fraction of the phase spectrum is subjected to encryption. We illustrate that the pre/post-filter approach renders effective encryption even when a very small fraction of the total phase is subjected to encryption. This motivates an investigation to jointly maximize security and compression. In this work, no attempt is made to modify the widely-deployed JPEG and JPEG 2000 compression standards. Instead, the pre/post filtering based encryption was introduced in conjunction with the existing compression standards.
Background
This section briefly describes the pre/post-filter technique and its encryption efficacy. Mathematical foundations of the presented work have been developed in prior studies which are referenced as required.
Pre/Post-Filter based Transform Encryption Coding
Transform encryption coding (TEC) involves the application of all-pass pre/post-filters to conventional transform coding in order to provide an improvement in coding efficiency and to facilitate secure transmission of coded images [4] . The all-pass pre-filter scrambles the phase component of the signal prior to transform coding as shown in Fig. 1 . If the all-pass filter is selected to have pseudo-random coefficients (quasi m-arrays [5] ), the resulting pre-filtered image is encrypted and unintelligible. Further, use of such a pre-filter results in uncorrelated transform coefficients that are Gaussian distributed and hence independent.
Let 1 2 , , N x x x be the original signal coefficients and 1 2 , , N y y y be the encrypted coefficients. According to [4] , the encrypted signal coefficients are defined as weighted sums of random variables 1 2 , ,
where ij a ∈ for , 1 ,2, , i j N = … . These weights are obtained by taking the inverse Fourier transform of a function with unity magnitude and a phase component constructed using the quasi m-arrays or the gold code arrays. The above formulation also applies to two-dimensional signal such as images.
Kuo et al. used TEC to improve the coding efficiency of discrete cosine transform (DCT). According to [4] , LloydMax quantization efficiency is improved due to the Gaussian nature, as there is no need for the estimation of the probability density function (pdf). Additional benefits of TEC include the prevention of blocking effects and better robustness to channel noise. The post filter inverts the encryption process, provided the correct pseudo-random filter coefficients are used. In addition to quasi m-arrays, two dimensional gold code arrays [5] can also be used for encryption. Gold code sequences are generated by modulo-2 addition of a pair of m-sequences. In terms of security, the number of 255 255 × gold code arrays available is 936,360,000.
JPEG and JPEG 2000 Image Compression Standards
In this section, certain relevant features of JPEG and JPEG 2000 compression standards are reviewed briefly. A complete description of these image compression standards can be obtained from [1] and [2] .
The JPEG compression standard can operate in both lossless and lossy compression modes. Discrete cosine transform (DCT) is used in the lossy mode of operation, allowing significant compression efficiency while resulting in a reconstructed image with high visual fidelity. In the encoding process, the input image's samples are grouped into 8 8 × blocks and each block is DCT transformed into a set of 64 DCT coefficients. Each set of 64 coefficients is quantized based on quantization tables determined by image characteristics and viewing conditions. In JPEG, the Q tables are utilized to apply frequency weighting to each 8 8 × block. In the lossless mode, the encoding and decoding processes are not DCT-based processes, but predictive processes. The amount of compression provided is highly dependent on the characteristics of the particular image being compressed [1] .
JPEG 2000 is a wavelet based bit-plane coder. The coefficients in each wavelet subband are divided into blocks of the same size. These blocks are known as code-blocks. Each of these blocks is coded independently and the resulting bitstreams are rate-distortion optimized to obtain the final bitstream [7] . In JPEG 2000 standard, the human visual system (HVS) plays a major role in the perceived quality of the compressed images [7] . According to [7] , visual sensitivity varies as function of light level, spatial frequency, color, local image contrast, temporal frequency, etc. The HVS properties that are effectively exploited include spatial frequency sensitivity, color sensitivity and visual masking effects. Thus JPEG 2000 standard aggressively removes perceptual irrelevancy and statistical redundancy. For example, JPEG 2000 utilizes progressive weighting, neighborhood masking, self-masking and point-wise extended masking.
Simulation Setup
Experiments were performed with various images employing the open source JasPer implementation of JPEG and JPEG 2000 [8] . For compatibility with the pre/post-encryption block, tiling was not employed for the JPEG 2000 simulations. Throughout this paper, we show simulation results for the Mandrill image of dimension 512 512 × pixels. These results are representative of performance trends that were observed for a wide range of images. Quasi m-arrays of dimension 511 511 × were randomly generated and used for encryption. 
Compression Performance of JPEG and JPEG 2000 for Encrypted Images
In an information-theoretic sense, the wyner-sense perfect secrecy of an encryption scheme is expressed,
where ( ; ) I X Y is the mutual information between the original and encrypted signals and N is the block length used for encryption. If the image is encrypted using the pre/post filter scheme described above, then the resulting encrypted signal is asymptotically (as N → ∞ ) uncorrelated Gaussian and hence independent (even before an orthogonal transform such as KLT or DCT is applied). Hence the joint probability of the original and encrypted signals is given by, (3)) that the pre/post filter based encryption scheme is secure in a wyner-sense as N → ∞ . It is evident that encryption removes the correlation inherent in the image data. Also, as depicted by Fig. 2 , encryption removes perceptually-significant information from an image.
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Since both JPEG and JPEG 2000 exploit spatial correlation and perceptual irrelevancy to render lossy compression, encrypted images are susceptible to compression inefficiencies. In this section, we evaluate the compression performance of JPEG and JPEG 2000 for pre/post-filtered (encrypted) images. Fig. 3 shows the original and encrypted images encoded and decoded using JPEG compression for a quality factor of ten. The JPEG quality is normally input as number between 0 and 100, wherein 0 is the worst and 100 is almost lossless (See [1] for a definition of "quality"). A close examination reveals that the encrypted image is unintelligible and is determined to be uncorrelated. Because of the loss of perceptual details and correlation between pixels, the compression performance is degraded by the encryption process. This notion is further substantiated by the PSNR plots in Fig. 4 . The PSNR of encrypted/decrypted images at any tested compression rate is always less than the corresponding PSNR of an image that is not encrypted. This PSNR difference increases in inverse proportion to the compression rate. Fig. 5 and 6 indicate that the overall performance trend of JPEG 2000 is similar to that for JPEG. For example, the PSNR for images "without-encryption" is always greater than that for filtered images. However, the JPEG 2000 quality difference for all compression rates, especially at low rates (5bpp and below) is much smaller than the original JPEG. This observation implies that JPEG 2000 renders better quality than JPEG in the absence of perceptual image details.
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Discussion
The compression performance of JPEG and JPEG 2000 degrades for encrypted images. This is due to the underlying dependence of both the encoders on perceptual image features. In the case of JPEG, the quantization tables are optimized for natural images and not for encrypted images. Hence there is a loss in compression efficiency associated with the quantization process. In the case of JPEG 2000 compression standard, some of the HVS based characteristics such as neighborhood masking and removal of statistical redundancy cannot be effectively exploited due to the uncorrelated and Gaussian nature of the spatial information inherent in encrypted images. In the following section, we investigate whether partial encryption of an image can render the required security and improve the compression performance.
The Encryption-Compression Tradeoff
In this section, we evaluate the encryption-compression tradeoff of the problem under investigation. More specifically, we attempt to jointly maximize security and compression efficiency. Here, it should be emphasized that to proceed with this problem we need to define a method of partially encrypting an image. The following subsections provide results of the partial encryption technique, which in turn lead to the encryption-compression tradeoff.
Partial Phase Encryption
We extend the pre/post-filter encryption so that the phase of an image can be altered partially. We refer to this technique as the partial phase encryption. Before proceeding further, we introduce a measure, namely encryption rate, which defines the level of encryption that should be performed on an image. The encryption rate can be specified as a non-negative value between 0 and 1, where the lower and upper bounds (0 and 1) correspond to no-encryption and complete-encryption respectively.
In view of the fact that high-frequency components correspond to the details in an image, we propose that the phase scrambling should initiate from the highest image frequency and continue subsequently toward lower frequencies until the specified encryption rate is achieved. Here it should be emphasized that, due to the real nature of the image data, the resulting phase is anti-symmetric. Hence, phase scrambling should be performed in such a manner that the antisymmetry property is preserved and inverse transformed spatial image exists. Fig. 7 outlines the results of partial phase encryption at four different encryption rates. Interestingly, and based on subjective-unintelligibility (Fig. 7) and mean-square-error (presented later) criteria, very high security is rendered by all the encryption rates. The wyner-sense security is preserved asymptotically as the number of modified phase coefficients (m) tends to the total number of phase coefficients (N). Note that even low encryption rates (<0.25) also provide reasonably effective encryption.
Encryption-Compression Tradeoff Results
At this point it is important to define an objective function that will maximize the security while minimizing the overall image distortion. Then, for a specified compression rate we should be able to determine a suitable encryption rate. Conversely, although less likely, given a stringent encryption constraint, we should be able to specify the corresponding compression rate.
First, let us define the location of the parameters in our network-transmission system. Fig. 8 outlines our image transmission setup. The dotted boxes in the figure represent adjustable system components with encrypt r and compress r representing encryption rate and compression rate respectively. Assuming a secure local-storage, the intruder can receive the encoded (yet encrypted) images from the network. The resulting decoded image is referred to as encrypt I whereas its decrypted counterpart is denoted by I . Since our primary objective is to provide secure transmission, we should maximize the difference between the original image, I , and the decoded and encrypted image, encrypt I . We employ mean-square-error (MSE) to quantify this difference,
This measure should be maximized in order to have maximum difference between the original and the encrypted image. Furthermore, we want to minimize the distortion between the original image, I , and the eventual decoded and decrypted image, I . Again, we define an MSE-based measure to minimize the difference between these two images as
We want to maximize the ratio of 
In the following section, we use this measure and study the encryption-compression tradeoff for JPEG and JPEG 2000. Fig. 9 and 10 outline the tradeoff between encryption and compression. It can be observed that for both image compression standards, the performance for all encryption rates at low bit-rates (0.5 to 3 bpp) is satisfactory. The performance deteriorates rapidly for compression rates greater than 3.5 bpp. At low compression rates, encryption does not reduce the compression efficiency (Fig. 9 (c) ) much. However, overall performance at low compression rates is not as good as the overall performance of unencrypted (i.e., encryption rate=0) images.
JPEG and JPEG 2000 Encryption-Compression Tradeoff Results
It is concluded that at low bit-rates, a pre/post-filter-based encryption technique can be employed without significant compromise in compression efficiency. On reducing the encryption rate, the compression performance will be closer to the unencrypted case. This renders pre/post-filter encryption as a suitable technique for low-bit (high compression) applications. Such low bit-rate compression is particularly important in bandwidth-constrained wireless environments, such as military wireless communications.
Conclusions
The compression efficiency of JPEG and JPEG 2000 standards is investigated for encrypted images. The pre/post filter based encryption technique proposed by Kuo et al. in [4] is employed. Since both JPEG and JPEG 2000 exploit spatial and statistical redundancy as well as perceptual irrelevancy for compression, pre/post-filtered (encrypted) images are found to be susceptible to compression inefficiencies. The PSNR difference between the unencrypted and pre/postfiltered images after decompression is determined for various compression rates. Compression efficiency decreases with an increase in compression rate. For JPEG and JPEG 2000 compression rates between 0.5 to 2.5 bpp, the difference in PSNR is negligible. Partial encryption is proposed wherein a subset of image phase coefficients are scrambled. Due to the phase sensitivity of images, even partial scrambling of the phase information results in unintelligible data. The effect of compression on partially encrypted images is observed for various bit-rates. When 25% of image phase coefficients are scrambled, the JPEG and JPEG 2000 compression performance of encrypted images is almost similar to that of unencrypted images for compression rates in the 0.5 to 3.5 bpp range. 
